H [1]Fig6
Construct Join-request Message '::.
[1]S4.2
MHDR Join-request Message MIC —
JoinEUI DevEUI DevNonce
0x00 4 bytes
8 bytes 8 bytes 2 bytes
cmac = aesl28 cmac (NwkKey, MHDR | JoinEUI | DevEUI | DevNonce)
4, IMIC = cmac[0..3]
On Device v1.1 Network
Server
____________________ Receive Join-
request
[11s6.1.1
Set: e Read from NVM: :
DevNonce=0 DevNonce E
JoinNonce=0 JoinNonce .
AppKey JSIntKey E 1111508
NwkKey JSEncKey : DevNonce
JSIntKey JoinEUI i No unused?
JSEncKey DevEUI
JoinEUT :
\\ DevEUI / ‘
\ 2 [1]L1507 ! Yes
[1]1L1532 : ! — [1]L1512
Unencrypted Join-request Save DevNonce J
}L DevNonce += 1 !
: Ve ¢ [1]L1550
Pass Join-requestto |
A 4 [1111501 ' Join Server
Construct&send | ' ~
No Join-request
[1]L1542
Done No Join-request
accepted?
[1
Join-accept N
received? ! Yes
Encrypted Join-accept . [1111535
No : Construct Join-accept
Yes : message J
1]1L1509 '
Save '
DevNonce
(1111580 No (1.0) to NVM ! Y (1111339
o Send Join-accept to
11L1572 deVICe
Calculate AppSKey, ‘
FNwkSIntKey OptNeg bit set?
Y
[1]L1515
Yes (1.1) 11131600 Save old and new
contexts
[1]L1556
JoinNonce
A

acceptable?

Yes

. [
Save JoinNonce

to NVM

1]L1554
1]L1558

[1]L1551

Calculate keys:
AppSKey
FNwkSIntKey
SNwkSIntKey
NwkSEncKey

[1]L1600

v

[1]L1658
[1]11183

Send Rekeyind in all uplinks
RekeyConf received, up

until
to ADR_ACK_LIMIT uplinks J

[1]L1186

Receive
uplink

Carrying old
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Derived from:

[1] LoRaWAN 1.1 Specification, V1.1, 11 OCT 2017
[2] LoRaWAN 1.1 Change Request: FOpts encryption, usage of FCntDwn, 26 JAN 2018

H [1]111600
Generate Encryption Keys
IAppSKey = aesl28 encrypt (AppKey, 0x02 | JoinNonce | JoinEUI | DevNonce | padl6)
FNwkSIntKey = aesl28 encrypt (NwkKey, 0x01 | JoinNonce | JoinEUI | DevNonce | padl6)
SNwkSIntKey = aesl28 encrypt (NwkKey, 0x03 | JoinNonce | JoinEUI | DevNonce | padl6)
NwkSEncKey = aesl28 encrypt (NwkKey, 0x04 | JoinNonce | JoinEUI | DevNonce | padl6)
JSIntKey = aesl28 encrypt (NwkKey, 0x06 | DevEUI | padl6)
---' {|JSEncKey = aesl28 encrypt (NwkKey, 0x05 | DevEUI | padl6)
Construct Join-accept Message
MHDR Join-accept Message [11Fig4s MiC
JoinNonce [Home_NetID| DevAddr | DLSettings | RXDelay CFList
0x20 ) 4 bytes
3 bytes 3 bytes 4 bytes 1 bytes 1 bytes 16 bytes (optional)
[1]s4.2
L l J
aesl28 decrypt (NwkKey or JSEncKey, Payload)
Use NwkKey if Join-request H%EEi
Use JSEncKey if Rejoin-request (all types)
Y
MHDR Join-accept
0x20 16 or 32 byte encrypted
cmac = aesl28 cmac(JSIntKey,JoinReqType | JoinEUI | DevNonce | MHDR |
JoinNonce | NetID | DevAddr | DLSettings | RxDelay | CFList )
IMIC = cmac[0..3]
Request type JoinReqType Value
Join-request OxFF
Rejoin-request type 0 0x00
Rejoin-request type 1 0x01 (1111608
Rejoin-request type 2 0x02 (1]Tab13

Z

(Continue processing

& new contexts?

Yes

(| A
7>

L uplink

A

v1.1 Join
Server

Receive Join-
request

[1]L1552

[ JoinNonce += 1 J

Y
Obtain:
Home_NetID

DevAddr
DLSettings

RXDelay
CFList

Y [1]11L1600

Generate keys

Y

f Send Join-accept

message contents,
NwkKey

[1]L1550

Note that the LoRaWAN spec
allows either the join server
or the network server to
generate the Join-accept

message (L1535)

A

S

No RekeyConf ~_ ..
' received? ! (111490
, [1]L1188 [11L739
(1111186 ! Rek,eylgg No—)[ Drop uplink J CaICUIate MIC [1]54.4.1
: received: MIC is calculated *after* FOpts and FRMPayload have been encrypted. [L)E oS o2
Yes H msg = MHDR | FHDR | FPort | FRMPayload
: For a downlink frame:
E Yes cmac = aesl28 cmac (SNwkSIntKey, BO | msg)
H ¢ MIC = cmac[0..3]
E [ Delet Id text [1]11660 Little-endian! Little-endian!
: elete old contex ] 0x49 | ConfFCnt | 0x00 00 | 0x01 | DevAddr (4 bytes) | AFCntDwn (4 bytes) | 0x00 | len(msg) | if downlink from application
B 0 =
! 0x49 | ConfFCnt | 0x00 00 | 0x01 | DevAddr (4 bytes) | NFCntDwn (4 bytes) | 0x00 | len(msg) | if downlink from network
H Y 1111191 K
' I Usually 0x0000. See LoRaWAN 1.1 spec line 775
TTmmmmmmmmmnees Send RekeyConf For an uplink frame:
B,O = 0x49| 0c00 00 0x00 00 Ox00| DevAddr (4 bytes) FCntUp (4 bytes) 0x00 Ien(msg)|
RekeVlnd/RekeVCOﬂf via uplink/downlink message B,1 = | 0x49 | ConfFCnt TxDr|TxCh 0x00 | DevAddr (4 bytes) | AFCntDwn (4 bytes) | 0x00 Ien(msg)|
MHDR MACPayload MIC cmacS = aesl28 cmac (SNwkSIntKey, B 1 | msg)
cmacF = aesl28 cmac (FNwkSIntKey, B 0 | msg)
0x40 FHDR FPort FRMPayload - -
or DevAddr ECtrl ECnt FOpts 4 bytes If LoRaWAN 1.0 Network Server: MIC = cmacF[0..3]
0x80 Not 0 App payload If LoRaWAN 1.1 Network Server: MIC = cmacS[0..1] | cmacF[0..1]
4 bytes ADR ADRAckReq Ack ClassB FOptsLen 2 bytes 0x0BO1
7 6 5 4 0b0010 A \
Encrypt/Decrypt FRMPayload
ryp ryp y
Enc t/DeC t FO tS [1]1490 First count the number of 16 byte chunks in FRMPayload, k
I y I y [2]Figl
p - - p - p 1) Calculate A_i for eachiin 1.k
Little-endian! Little-endian! Little-endian! Little-endian!
0x01 | 0x00 00 00 01 0x00| DevAddr (4 bytes) | FCntUp (4 bytes) | 0x00 | 0x01 | if uplink 001 | 0x00 00 00 00 0X00| DevAddr (4 bytes) | FCntUp (4 bytes) | 0x00 i if uplink
if downlink, no
0x01 | 0x00 0000 01 0x01 | DevAddr (4 bytes) | NFCntDwn (4 bytes) | 0x00 | 0x01 | FRMPayload A i =] o0 | 0x00000000 | 0x01 | DevAddr (4 bytes) | NFCntDwn (4 bytes) | 0x00 | i | if downlink
if downlink with
0x01 | 0x00000002 | 0x01 | DevAddr (4 bytes) | AFCntDwn (4 bytes) | 0x00 | 0x01 | FRMPayload 0x01 | 0x00000000 | 0x01 | DevAddr (4 bytes) | AFCntDwn (4 bytes) | 0x00 | i | if downlink from application
aesl28 encrypt (NwkSEncKe A . -
- ypt( v B) 2) Encrypt A_i for each i in 1..k and concatenante to make S:
FOpts_encrypted = truncate[ (FOpts | padl6) xor S, len (FOpts)]
Note that this encryption scheme is contained in the L2 1.1 Errata and S_i = aesl28_encrypt(K, A i) for i = 1..k If FPort = 0, K = NwkSEncKey
. differs from that in the original specificaion. S=s11]S2 ] .. 1| S8k If FPort > 0, K = AppSKey
3) Encrypt the payload
encrypted = truncate[ (FRMPayload | padl6) xor S, len(FRMPayload)]




